NHdopmaumoHHas namsiTka ans odbyyarwmnxea angd
pasmelleHns Ha odouumanbHbIX UHTEPHET-pecypcax

C kaxabIM ro4oM MOSOLEXN B UHTEPHETE CTAHOBUTCS OOMblUe, a LUKOMBbHUKA OOHN U3 CaMblX
aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TeM, MOMUMO OFPOMHOIO KONMYecTBa BO3MOXHOCTEN,
WHTEPHET HeceT 1 Nnpobnembl. ATa NnaMsTka JOMKHa NoMoYb Tebe 6e30nacHO HaxoauTLCH B CETU.
KomMmnbloTepHble BUPYChI

KomnboTEpHBbIV BUPYC - 3TO PA3HOBUAHOCTbL KOMMbIOTEPHbLIX NPOrpaMm, OTINYUTENBHON
0COBEHHOCTBLIO KOTOPON ABMNSETCS CMOCOBHOCTb K Pa3MHOXEHUIO. B 4ONONHEHNE K 3TOMY, BUPYChI
MOTYT NOBPEAUTb UIN NMOSTHOCTBIO YHUUTOXUTb BCE (halnbl U faHHbIe, MOAKOHTPOSbHbIE
nonb30BaTento, OT MMEHN KOTOPOro Gbina 3anyLleHa 3apaXKeHHasi nporpamma, a Takke noBpeaunTb
UINN Jaxe YHUUTOXUTb ONepaumoHHY0 CUCTEMY CO BceMu harinamm B Lienom. B 6onblumHcTBe
Crny4aeB pacnpoCTPaHATCA BUPYCbl YEPE3 UHTEPHET.

MeToabl 3aLWnThl OT BPEAOHOCHbLIX NPOrpaMm:

1. Ncnonb3yn coBpeMeHHble onepaunoHHble CUCTEMbI, UMEIOLLME CEPbEe3HbIN YPOBEHb 3aLUUTbl OT
BPELOHOCHLIX Mporpamm;

2. ToCcTosAAHHO ycTaHaBnMBanm navtu (UMdpoBbIe 3annaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBMNMBaOTCS C Lienbio A4opaboTkM nporpammbl) U gpyrne o6HOBNEHUS CBOEN onepaunoHHOW
cuctembl. CkavmBanm nx TonbKo ¢ ocmumansHoro canta paspabotynka OC. Ecnu cywecTtsyeT
pexmMmM aBTOMaTU4eCcKoro 0BHOBMEHUS, BKMOUN €ro;

3. PaboTain Ha cBOoeM KOMMbIOTEpEe NoA NpaBamMu Nofb30BaTens, a He agMUHUCTpaTopa. ATo He
NO3BOMUT BONBLUMHCTBY BPEAOHOCHbBIX MPOrpaMmM MHCTanNIMpoBaTbCa Ha TBOEM NepCcoHarbHOM
KOMNblOTEPE;

4. \cnonb3yn aHTMBUPYCHbIE NPOrpaMMHble NPOAYKTbl M3BECTHbLIX NPOU3BOAUTENEN, C
aBToMaTU4YeCKUM ODHOBReHneM 0as;

5. OrpaHuyb hr3nYECKNn OCTYN K KOMMNBbIOTEPY OS5I MOCTOPOHHMX NNLL;

6. Vicnonb3yn BHeLUHWE HOCUTENW MHAopMaUMn, Takue Kak dpneLlka, AUCK unn gann mns
WHTEPHETA, TOMbKO U3 NPOBEPEHHbBIX MCTOYHUKOB;

7. He oTkpbiBa KOMNbOTEPHbIE hansibl, NOSTyYEHHbIE N3 HEHAOEXHbIX MCTOYHUKOB. [laxe Te
dharinbl, KOTOpble NpUcnan TBOM 3HaKOMbIW. Jly4dlle YyTOUYHM Y HEro, OTNPaBIsan fiv OH Tebe ux.
Cetn WI-FI

Wi-Fi - aTO He B1A nepegayn gaHHbIX, HE TEXHOMNOrUS, a BCEro nuib 6peHa, mapka. Ewe B 1991
rogy HuaepraHackasi KomnaHusi 3apermctpupoana 6peng "WECA", 4To 0603Ha4vano
cnoBocoyeTaHne "Wireless Fidelity", koTopbili nepeBoauTcs kak "6ecnpoBogHasi TOYHOCTL".

[o Hawero BpeMeHu gowna gpyrasi abopesunatypa, KoTopas SBNsSeTCs Takon Ke TEXHONOIMeNn.
OT10 abbpesunatypa "Wi-Fi". Takoe Ha3BaHue GbINIO 4aHO C HAMEKOM Ha CTaHOapT BbICLUEN
3BYKOBOW TexHUkn Hi-Fi, 4To B nepeBoge o3Ha4yaeT "BblCOKask TOYHOCTL".

[a, 6ecnnaTHbI MIHTEPHET-A0CTYN B Kadoe, OTENsX 1M aspornopTax ABNAETCs OTNYHON
BO3MOXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe akcnepThbl cunTatoT, YTo obwenocTtynHble Wi-Fi
ceTn He aABNsTCa 6e3onacHbIMU.

CoBeTbl No 6e3onacHoCT paboThbl B 0b6weaoctynHbix cetax Wi-fi:

1. He nepegasai cBolo nu4yHyto nHdopmauuio Yyepes obuiegoctynHole Wi-Fi cetn. PaboTas B HuX,
XernaTtenbHO He BBOAMTb Naponu A0CTyNa, MTOMMHbI U Kakne-To HOMepa;



2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpamMmbl 1 6GpaHamayep. Tem cambiM Thbl
obesonacuib cebs OT 3aKaykm BMpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonesosaHum Wi-Fi otknoun dyHkumio "OB6wmin goctyn K anam n npuHTepam”.
[aHHaa dyHKUMS 3aKpbiTa N0 YMOSTYaHMIO, OOHAKO HEKOTOpPbIE MOfb30BaTENN akTUBMPYIOT ee Ans
yaobCcTBa NCnonb30BaHNs B paboTe unm yyebe;

4. He ncnonb3yn nyonudnein WI-FI gna nepegaym nuyHbIX AaHHbBIX, HAanpMMmep Ang BbixoAa B
coumarnbHble CeTU UM B 3NEKTPOHHYIO MOYTY;

5. Nicnonb3yn Tonbko 3awuweHHoe coegnHeHmne Yyepe3d HTTPS, a He HTTP, T.e. npn Habope Be6-
agpeca BBogu MMeHHo "https://";

6. B MobunbHOM TenedoHe oTknoun dyHkumo "MogkntodeHne k Wi-Fi asTomatudeckn”. He
Jornyckam aBToMaTu4ecKoro NogkmnoyeHnst yctponctea k cetsm Wi-Fi 6e3 TBoero cornacus.
CouunanbHble ceTu

CoumanbHble CETU aKTUBHO BXOOAT B HALLY XM3Hb, MHOTME M0an paboTatoT 1 XUBYT Tam
NoCTOsIHHO, a B Facebook yxxe 3apernctpupoBaH Munnuapa YernoBek, YTO ABNAETCA OOHOM
ceAbMOW BCEX XMTenen nnaHeTbl. MHOrve nonb3oBaTeny He MOHUMALOT, YTO MHopMaLMs,
pasMeLLeHHas UMKN B coLMarnbHbIX CETAX, MOXET ObITb HaAEHa M UCMOMb30BaHa KEM YrogHo, B
TOM yuncre He oba3aTenbHO ¢ 6rnaruMm HaMmepeHNsMU.

OcCHOBHbIe COBETbI N0 6E30MacCHOCTM B COLManbHbIX CETAX:

1. OrpaHunydb cnucok apysen. Y tebs B Apy3bsiX He AOIMKHO OblTb CRyYanHbIX U HE3HAKOMbIX
noaen;

2. 3awumuiar CBOK YacTHYH XM3Hb. He yKkasbiBa naponu, TenedoHbl, agpeca, AaTy TBOEro
POXOEHUS 1 APYTYHO NIMYHYIO MHAOPMaLMIO. 3M0YyMbILLFIEHHUKN MOTYT UCMOMNb30BaTh AaXe
MHOPMaLMIO O TOM, KaK Tbl U TBOU POAUTENM NAAHUPYETE NPOBECTU KaHWUKYIbI;

3. Bawumuar cBOK penyTaumio - AepXu ee B YACTOTE 1 3afaBai cebe Bonpoc: xoTen Obl Thl,
4yTOObI ApYyrMe Nonb3oBaTeny BUAENMU, YTO Thl 3arpyxaellb? Nogyman, npexae Yem 4To-To
onybnvkoBaTtb, HanMcaTb U 3arpy3unTb;

4. Ecnv Tbl FOBOPULLb C M0AbMU, KOTOPbIX HE 3Haellb, He UCMOMb3yN CBOE pearibHOe NMS U
OPYryH NIMYHYO MHAOPMAUUKN: UMSI, MECTO XUTENbCTBA, MECTO Y4elbl 1 NPoYeE;

5. N3beraii pasmelleHus gotorpaduii B IHTepHeTe, rae Tbl N3006paXkeH Ha MECTHOCTU, MO
KOTOPOW MOXHO onpenennTb TBOE MEeCTOMOMNOXKEHNE;

6. Npu perncTpauum B colmanbHOW CeT HEOOXOOMMO UCMONb30BaTh CIOXHbIE Naponu,
cocTosimne n3 6yks 1 UMdp 1 ¢ KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ina coumanbHON ceTun, NOYThl U OPYIMX CanTOB HEOOXOAMMO UCMONb30BaTh pasHble Naposu.
Torga ecnv Tebs B3nNomMatoT, TO 3/11I0YMbILUSIEHHMKX NonyyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He
BO BCe cpasy.

OneKTPOHHbIE AeHbIn

ONEeKTPOHHbIE AEHbIN - 3TO 04eHb YAOOHLIA cnocob nnaTexen, OAHAKO CYLLLECTBYOT MOLLUEHHUKN,
KOTOpble XOTAT NOMy4YnUTb 3TN OEHLIN.

OnEeKTPOHHbIE AEHBIN MOSBUIIUCb COBCEM HELABHO Y MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcreax 4O CUX MOp He MPOMMCaHOo NPO HUX B 3aKOHaXx.

B Poccum e oHM YHKLMOHMPYIOT M O HUX yXKe NPOMNUCaHO B 3aKOHE, rAe X pasgenstoT Ha
HECKOJSTbKO BUAOB - aHOHMMHbIE N HE aHOHUMHbIE. Pa3Huua B TOM, YTO aHOHWMHbIE - 3TO Te, B
KOTOpPbIX pa3peLuaeTcsi NpOBOANTL onepaumn 6e3 ngeHTudmnkaumm nonb3oBaTens, a B
HEeaHOHUMHbIX nOeHTMdUKaUMs Nonb3oBaTena aenseTcs oba3arenbHoNn.

Takke cnegyeT pas3nuyaTtbh S1EKTPOHHbIE PraTHblE AeHbIM (paBHbI FOCYAAPCTBEHHbIM BantoTam) u
3NEKTPOHHbIE HEeUaTHbIE AEHbIV (HE paBHbI FOCY4apCTBEHHbBIM BantoTam).



OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEeKTPOHHbIMU AeHbramu:

1. MNpuBsxu k cyeTy MOBUMbHbIN TenedoH. 3TO caMbl YAOOHBLIN U BbICTPLIA CNOCo6
BOCCTaHOBUTb 4OCTYN K cyeTy. [pnBa3aHHbIi TenedoH NomMoxeT, ecnv 3abyaelub CBoW
nraTeXxHbl Naporb UK 3anfellb Ha canT ¢ HE3HAKOMOro YCTPOMCTBA;

2. Vicnonb3yn ogHopasoBkle naponu. lNocne nepexoga Ha ycurneHHyo aBsTopusaunio tebe yxe He
OyneT yrpoxaTb ONacHOCTb KpaXkv Unv nepexesaTa nnaTexHoro napons;

3. Bbibepu cnoxHbin naponk. lMNpecTynHukam 6yaeTt He NPOCTO yragaTth CrOXHbIN Naporb.
HapexHble naponu - 3To0 Naponu, KoTopble cogepxaTt He MeHee 8 3HaKOB U BKIYatoT B cebs
CTPOYHbIE U NPOMUCHbIE OYKBbI, LNPbI U HECKONBKO CUMBOMOB, Takne Kak 3Hak gonnapa, yHTa,
BOCKNMLaTenNbHbIV 3HakK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOW NMYHbIE AAHHbIE HA CalnTax, KOTOPbIM HE AOBEpPSELLb.

OneKkTpoHHaA no4Ta

ONEeKTPOHHas noyTa - 9TO TEXHONOMNA 1 NPEeAOCTaBNAEMbIE €10 YCNYr NO NepechISiKe 1
NOMYy4YEeHMIO ANEKTPOHHbIX COODLLEHUI, KOTOPbIE pacnpenenstoTcs B KOMMNbIOTEPHON CETU.
OObIYHO 3NEKTPOHHbIN MOYTOBBIN AWK BbIFMAAUT CriegyoLlwmm obpasom:
UMS_Nonb3oBaTena@umMs_aoMeHa. Takke KpoMe nepeaym npocToro TekcTa, MMeeTcs
BO3MOXHOCTb NepefasaTb (hainbl.

OcHOBHbIe cOBETLI N0 Ge3onacHol paboTe ¢ ANEKTPOHHON NOYTOMN:

1. Hapo BbIOpaTb NpaBuibHbIA NOYTOBLIN CEPBUC. B MHTEPHETE €CTh OrPOMHbIN BLIOOP
BecnnaTtHbIX NOYTOBLIX CEPBNCOB, OAHAKO Nyylle JOBEPSTbL TEM, KOrO 3Haellb 1 KTO NepBbili B
PENTUHTE;

2. He ykasbiBani B NMMYHON NOYTE NIMYHYIO MHopmauuto. Hanpumep, nyyile BelbpaTb
"My3blKanbHbIN_aHat@" nnun "pok2013" BmecTo "Temal3"”;

3. Ncnonb3yi AByxaTanHyto aBTopmsauunio. 3To Korga noOMMMO Naporis HY>KHO BBOAUTL Kof,
npucbinaembin no SMS;

4. Bbibepu cnoxHbin naponb. Ons Kaaoro NoYTOBOro silyka OOMKEH OblTb CBOW HaaeXHbIN,
YCTONYUBBIV K B3NOMY Naponb;

5. Ecnn ecTb BO3MOXXHOCTb HanMcaTb CaMOMy CBOW NNYHbINA BONPOC, UCMNOMb3Yi 3Ty
BO3MOXHOCTb;

6. Mlcnonb3yin HECKOMbKO NOYTOBbIX AWMKOB. epBbir ANs YacTHOW Nepennckn ¢ agpecartamu,
KOTOPbLIM Thl AOBEpPSELLb. OTO MEKTPOHHLIN agpec He Hafo0 UCMonb3oBaTh NPWU perncTpaumn Ha
dopymax un cantax;

7. He oTkpbiBan dansibl U gpyrue BroXeHUs B MMCbMax, AaXe eCriv OHW NPULLAN OT TBOUX
apysen. Jlydle yTouHN y HUX, OTNPaBnsany nin oHW Tebe 3Tu dpannbi;

8. MNMocne okoH4YaHMs paboTbl HA MOYTOBOM CEPBUCE NEPEA 3aKPbITUEM BKITaAKM C CAaNTOM He
3abyab HaxaTb Ha "Bbintn".

KnbepObynnuHr nunu BuptyanbHoe nsgeBaTtesibCTBO

KnbepbynnuHr - npecnegoBaHne coobLLEHNSIMA, CoaepKaLLMMN OCKOPONeHns, arpeccuto,
3anyrMBaHne; XynuraHcTBO; coumanbHoe BONKOTUPOBAHME C MOMOLLBIO Pa3fIUYHbIX UHTEPHET-
CepBUCOB.

OcCHOBHbIe COBETLI N0 Bopbbe ¢ KMbepOyNIMHIrom:

1. He 6pocarica B 6ou. Jly4wmit cnocob: nocoBeToBaTbCA Kak cebs BECTU 1, ECNN HET TOro, K KOMY
MOXXHO 0BpaTUTLCS, TO BHayarne yCrnokomMTbCs. ECnun Tbl HaYHeLb 0TBeYaTh OCKOPOIeHNaMUN Ha
ockopbrieHus, To ToMbKo elle Bonblue pasoxokellb KOHAINKT;

2. Ynpaensan cBoen knbeppenyraumnen;



3. AHOHMMHOCTb B ceTn MHMMas. CyLecTBYOT CnocoObl BbIACHUTb, KTO CTOUT 3a aHOHUMHbIM
aKKayHTOM;

4. He cTouT BECTW XynuraHckui obpas BupTyarnbHOW XuU3HU. IHTepHET oukcupyeT Bce TBOU
OENCTBUSA U CoOXpaHseT ux. YaanuTb nx 6yaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBok BUPTyanbHY YeCTb CMOMoay;

6. IrHopupyi eanHnyHbIn Heratnse. OgHopasoBble 0CKOPOUTENbHbIE COOBLLEHUS MyYLle
urHopupoBaTb. OBbI4MHO arpeccus npekpawlaeTcs Ha HavyanbHOW CTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMK COOBLLEHNAMUN, B COLMarbHbIX CETSX
€CTb BO3MOXHOCTb OITOKMPOBKM OTMNPaBKM COOBLLEHWI C ONpeaeneHHbIX agpecos;

8. Ecnn Tbl cBugeTens knbepbynnuHra. TBom 4encTBMSA: BbICTYNUTL NPOTUB NpecnenoBarteng,
nokasaTb €My, YTO ero AenNCcTBMS OLEHNBAKTCS HEraTUBHO, NOALEPXKATb XKEPTBY, KOTOPOW HYXHa
ncmxonornyeckasi NOMOLLb, COOBLUTL B3POCHbIM O dakTe arpecCUBHOIO NoBeAEHWS B CETU.
Mob6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NaHLWeThl cogepXaT B cebe BnonHe B3pOCbIn PyHKUMOHanN, n
Tenepb OHU MOTYT KOHKYPUPOBATb CO CTaLMOHAPHbIMKU KOMMIboTepamn. OgHako, cpeacTB 3aLnuThbl
AN NoAo6HbBIX YCTPONCTB NOKa O4eHb Mano. TecTMpoBaHME U MOUCK YSA3BUMOCTEN B HUX
NPONCXOOUT He Tak MHTEHCUBHO, kak ans MK, To xe camoe kacaeTcs 1 MOOUMNbHbLIX NPUITOXEHUIA.
CoBpeMeHHble MOBUIbHbIE Bpay3epbl yXKe NPakTUYeCKn JOrHanm HacTorbHbIE aHanoru, ogHako
paclwmpeHne yHKUMOHana BrieyeT 3a cob0oN BOMbLUYI0 CITOXHOCTbL U MEHbLUYHO 3aLULLEHHOCTb.
[aneko He Bce NpPOM3BOAUTENM BbIMyCKaOT OOHOBIEHUS, 3aKpbIBAKOLLNE KPUTUYECKNE YA3BMMOCTH
1151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHoCTN MobunbHoro TenedoHa:

Huyero He aBnsaeTca no-HacTosiwemy 6ecnnatHeiM. Byab 0CTOpoXeH, BeAb Koraa tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObiTb CKPbITbI KAKMEe-TO NiaTHbIE YCIYIu;
Oymaii, npexae yem otnpaBuTb SMS, boTo Unu Buaeo. Thl TOYHO 3HaELb, rAe OHU OyayT B
KOHEYHOM utore?

Heobxoammo o6HOBMSATL ONEPaLMOHHY CUCTEMY TBOETO CMapTdOHa;

Mcnonb3yn aHTUBMPYCHbIE NporpamMmbl ANt MOOUITbHBLIX TeNedOHOB;

He 3arpyxaln npunoxeHnsa ot HEM3BECTHOIO UCTOYHMKA, BEAb OHM MOTYT COAEepPXaTb BPe4OHOCHOEe
nporpaMMHoe obecrne4yeHune;

Mocne Toro Kak Thbl Bblgelb C canTa, rge BBOAUM JIMYHYO MHopMaumio, 3angm B HaCTPONKN
6paysepa 1 yganm cookies;

lMepuogunyeckn NpoBepsi, Kakne NnaTHble YCrnyru akTMBMpPOBaHbI HAa TBOEM HOMEPE;

[aBan cBoi HoMep MOOMBLHOro TenedgoHa TONbLKO N0AAM, KOTOPbIX Tbl 3HAELLb Y KOMY
AoBepsiellb;

Bluetooth gomkeH ObITb BbIKMIOYEH, KOrAa Tbl UM He Morb3yellbesi. He 3abbiBar uHorga
NnpoBepsTh 3TO.

Online urpsbl

CoBpeMeHHble OHMaH-Urpbl - 3TO Kpaco4Hble, 3axXBaTbiBaloLLMe pa3BevyeHns, 0obeauHsome
COTHU TbICAY YENOoBEK NO BCEMY MUPY. MIFpOKK MccneayoT AaHHbIN UM MUp, obLiatTest Apyr C
APYrom, BbIMOSTHAIOT 3a4aHNs, CpaXKaloTCs C MOHCTPaMM 1 MOJyvatoT OnbIT. 3a YA0BOMbLCTBUE OHU
NNaTsaT: NOKynawT AUCK, onflavynBaloT aboHEMEHT UK NPUODPETAIOT Kakne-To onuuun.

Bce atn cpenctBa nayTt Ha nogaepXaHne u pasBuTue Urpbl, a Takke Ha camy 6e3onacHoOCTb:
COBEpLLEHCTBYIOTCS CUCTEMbI aBTOPU3aLMK, BbIMyCKaOTCs HOBble NaTyun (LMdpoBble 3annaTku
AN nporpamMm), 3akpblBalOTCA YSI3BUMOCTU CEPBEPOB.



B nogobHbIX nrpax CToMT onacaTbCA He CTOMNbKO CBOUX COMEPHUKOB, CKOMbKO Kpaxu TBOEro
napornsi, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aLumm 6onbLIMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTN TBOEro UrPOBOr0 akkayHTa:

1. Ecnu gpyron urpok Beget cebs nrnoxo unun cosgaet Tebe HenpusTHOCTU, 3abnokMpyn ero B
CMMCKE UTPOKOB;

2. MNoxanyncs agMMHUCTpaToOpam Urpbl Ha NIIOXOE NOBEAEHNE 3TOrO UIPOKA, KernaTernbHO
NPUNOXNUTb Kakue-To AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan Nn4Hy0 MHGOpMaUuio B Npodansie urpsbl;

4. YBaxaw gpyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuean HeodvumanbHble natum 1 Moabl;

6. Vicnonb3yn cnoxHble 1 pasHble naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. [1oka Tl Urpaellb, TBOW KOMMNbIOTEP
MOTYT 3apasnTb.

PULLMHT NN KPaXKa NIMYHbIX AaHHbIX

OObIYHONM KpaXKen OeHer N JOKYMEHTOB CEroAHS Y>Ke€ HUKOro He YAMBULLb, HO C Pa3BUTUEM
WHTEPHET-TEXHOMOMIA 3N0YMbILUNIEHHVKN NEPEMECTUMNNCH B UHTEPHET, U NPOSOIIKaOT
3aHuMaTbCs "NoMMbIM" gernom.

Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLUEHHNYECTBA UIN OULLIMHT, FIiaBHas Lieflb KOTOPOro
COCTOUT B NOSTyYEeHUM KOH(pmaeHUnanbHbIX aHHbIX NONb3oBaTenen - IOrMHOB 1 naponen. Ha
aHrnUncKkom a3blke phishing uitaeTtcs kak domwuHr (ot fishing - peibHas noens, password -
napornb).

OcHoOBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cneawn 3a cBOMM akkayHTOM. Ecniv Tl nogo3peBaellb, YTO TBOS aHkeTa Oblna B3rniomaHa, To
HeobxoaMMo 3abnokMpoBaTh ee 1 COoOLWNTL aaMUHUCTPaTOpPaM pecypca 06 3TOM Kak MOXHO
cKopee;

2. Vicnonb3yn 6e3onacHble BeG-CalTbl, B TOM YNCIE, MIHTEPHET-Mara3vHOB U NMOMCKOBLIX CUCTEM;
3. Vicnonb3yii crioxHble 1 pasHble naponu. Taknum obpasom, ecnn Tebst B3nomaroT, To
3r10YMBILLITEHHUKN MOoNy4aT AOCTYN TONbKO K O4HOMY TBOEMY MPOdUIIo B CETU, @ HE KO BCEM;
4. Ecnn T1ebs B3anomanu, To HEOOXOAMMO NpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
nobaeneHbl y Tebs B ApY3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro UMeHN byaeT
paccbinaTbCsa cnam U CCblfkM Ha ULLIMHIOBbLIE CanThl;

5. YcTaHoBu HagexHbin naponb (PIN) Ha MOOWbHbLIN TenedoH;

6. OTkNIOYM coxpaHeHne naporns B bpaysepe;

7. He oTkpbiBan dansibl n Apyrue BroXeHUs B MMCbMax, AaXe eCriv OHW NPULLAN OT TBOUX
apysen. Jlydle yTouHN y HUX, OTNPaBRsinn N oHU Tebe aTn dannbl.

LUundpoBasa penytauus

Lindpposas penytaums - 3To HeraTuBHas Unv No3nMTUBHasA MHopMaums B ceTu o Tebe.
KomnpomeTupytowasa nHgpopmMauus, pasMellleHHas B UHTEPHETE, MOXET Cepbe3HbIM 06pasom
OTpa3nTbCs Ha TBOEW peanbHom xu3Hun. "Lindposas penytaumsa” - 370 TBON UMUAX, KOTOPbIN
dopmmpyeTcs n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XMTenNbCTBA, y4ebbl, TBOe (PMHAHCOBOE NMONOXeHNe, 0COBEHHOCTU XapakTepa U
pacckasbl 0 6rn3KMx - BCe 3TO HakannmBaeTcsl B CETU.

MHorve nogpocTKun NEerkoMbICIIEHHO OTHOCATCA K NyBrvkauumn nu4Hom nHdopmauunmn B MiHtepHeTe,
He MOoHUMasi BO3MOXHbIX NOCNeACTBUN. Thl AaXe He CMOXelLlb AoragarbCcs O TOM, 4YTO
doTorpadusi, pasmelLleHHasa 5 neT Hasazd, ctana NpUYNHOM oTKasa NPUHATL Tebsa Ha paboTy.



KommeHTapuu, pasmelleHne TBoux potorpadpuin n apyrme 4ercTBUS MOTYT HE NCHE3HYTb Jaxe
nocrie Toro, Kak Tbl UX yAanuulb. Tbl He 3Haellb, KTO COXpaHWUI1 3Ty MHpopmaLmio, nonana fiv oHa
B NOMCKOBbIE CUCTEMbI 1 COXpaHUach fiv OHa, a rMmaBHoe: YTO NoAyMaloT 0 Tebe okpyxatLune
nogu, KoTopble HaMAayT 1 yBUAAT 3T0. Hantn nHdopmaumio MHOro feT CnycTa CMOXeT nobon -
Kak n3 0obpbIX NOBYXAEHUIN, Tak U C HAMEPEHMEM NPUYNHUTL BPe. OTO MOXET ObITb KTO YrOAHO.
OCHOBHbIE COBETbI MO 3aLLMTe LLMPOBOM penyTaLmm:

1. MNogyman, npexae yem 4To-TO Ny6nuKkoBaThb M NepefasaTth y cebsa B 6nore nnm B coumansHOM
ceTu;

2. B HacTpoukax npounsa ycTaHOBWU OrpaHNYeHnsa Ha NPOCMOTP TBOEro Npodusis U ero
COEepXXMMOro, caenam ero Tofnbko "ansa apysen”;

3. He pasmeLuan n He ykasbiBan MHOPMaLNIO, KOTOpPas MOXET KOro-nnbo ockopbnaTte nnm
obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbI€e LLKOMNbHUKKN - aKTUBHbIE MONb3oBaTeny LMpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HaKT, YTO MOMb30BaHME MHOTMMN BO3MOXHOCTSIMU LIMpOBOro mupa Tpebyet
cobnoaeHNst NpaB Ha MHTENMNEKTyarnbHY COOCTBEHHOCTb.

TepMuUH "nHTENNekTyanbHas COOCTBEHHOCTL" OTHOCUTCS K PA3NIMYHLIM TBOPEHNSM HYEer0BEYECKOro
yMa, HaunmHas C HOBbIX N300PETEHUIN U 3HAKOB, 0603HaYarLLMX COOCTBEHHOCTL HA MPOAYKThI 1
YCIyru, 1 3aKkaH4mBas kHuramm, gotorpadmsamm, KWHOUIbEMaMn 1 My3blKanbHbIMU
npon3segeHUsIMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTYyanbHY COOCTBEHHOCTL Ha NPOV3BEOEHMS HAYK,
nuTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYNaloT B KA4eCTBE rapaHTuUmM TOro, 4to
WHTENNEKTYyanbHbIN/TBOPYECKUIA TPy aBTopa He OyaeT HanpacHbIM, AacT emy cripaBesimBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTatax CBOEro Tpyaa, NonyvmTb U3BECTHOCTb U NPU3HaHMe.
HukTo 6e3 paspelleHnss aBTopa He MOXET BOCMPOM3BOAUTL €ro Npon3BeaeHne, PacnpoCcTpaHaATh,
ny6rIM4HO AEMOHCTPUPOBATL, MPoAaBaTb, MMMNOPTMPOBATb, MyckaTb B MpoKaT, NyorIMyHO
NCNONHATL, NOKa3blBaTL/UCMONMHATL B 3chmpe unv pasmellaTb B VIHTEpHETE.

Mcnonb3oBaHue "nupatckoro” nporpammMHoro obecneyeHns MoXXeT NPUBECTU K MHOTUM pUcKam: OT
NnoTepu LaHHbIX K TBOMM akkayHTam [0 OfTOKMPOBKM TBOEro YCTPOWCTBA, rAe YCTaHOBIEHA
HeneranbHasa nporpamMmma. He cTonT Takxke 3abblBaTh, YTO CYLLECTBYIOT NeranbHble U 6ecnnaTtHble
nporpamMmbl, KOTOPblE MOXHO HANTN B CETU.

O nopTane

CeTeBMYOK.pg - TBOW rMaBHbIA COBETYMK B CETU. 30€Cb Thl MOXELLb Y3HaTb 0 6€30MacHOCTU B
CETU NMOHSATHLIM M AOCTYMHbLIM SI3bIKOM, @ NP BO3HUKHOBEHUN KPUTUYECKOW CUTyaLmMm obpaTnTbCs
3a coBeTOM. A Takxke NPUHATb ydacTue B KOHKypCax U CTaTb caMblM LUMPPOBbLIM rpaxgaHuHom!
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